[S72

®

ST19CF68

CMOS MCU Based Safeguarded Smartcard
With Modular Arithmetic Processor & 8 KBytes EEPROM

PRODUCT FEATURES

ENHANCED 8 BIT CPU WITH EXTENDED
ADDRESSING MODES

23 KBYTES OF USER ROM WITH
PARTITIONING

m SYSTEM ROM FOR LIBRARIES
m 960 BYTES OF USER RAM WITH

PARTITIONING

8 KBYTES OF USER EEPROM WITH
PARTITIONING

— Highly reliable CMOS EEPROM submicron
technology

— 10 years data retention

— 100,000 Erase/Write cycles endurance

— Separate Write and Erase cycles for fast '1’
programming

— 1to 64 bytes Erase or Program in 1 ms

SECURITY FIREWALLS FOR MEMORIES
AND MAP

VERY HIGH SECURITY FEATURES
INCLUDING EEPROM FLASH PROGRAM,
AND CLOCK MANAGEMENT

8 BIT TIMER WITH INTERRUPT CAPABILITY
2 SERIAL ACCESS, ISO 7816-3 COMPATIBLE
3V £ 10% or 5V £ 10% SUPPLY VOLTAGE
POWER SAVING STANDBY MODE

CONTACT ASSIGNMENT COMPATIBLE ISO
7816-2

m UNIQUE SERIAL NUMBER ON EACH DIE
m ESD PROTECTION GREATER THAN 5000V
m 512 Bit MODULAR ARITHMETIC

PROCESSOR
— Fast modular multiplication and squaring us-
ing Montgomery method

— Software Crypto Libraries for efficient algo-
rithm coding using a set of advanced func-
tions

— Software selectable operand length up to
1024 bits
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DATA BRIEF

m FAST CRYPTOGRAPHIC FUNCTIONS

PROCESSING AT 5V, 10 MHZ:

Function Time
RSA 512 bits signature with CRT (*) 70 ms
RSA 512 bits signature without CRT 195 ms
RSA 512 bits verification(e=$10001) 5ms
RSA 768 bits signature with CRT 190 ms
RSA 768 bits signature without CRT N/A
RSA 768 bits verification (e=$10001) 100 ms
RSA 1024 bits signature with CRT 400 ms
RSA 1024 bits signature without CRT N/A
RSA 1024 bits verification(e=$10001) 145 ms
(*)CRT: Chinese Remainder Theorem
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This is Brief Data from STMicroelectronics. Details are subject to change without notice. For complete data, please contact
your nearest Sales Office or SmartCard Products Divison, Rousset, France. Fax: (+33) 4 42 68 87 29



ST19CF68

HARDWARE DESCRIPTION

The ST19CF68, a member of the ST19 device
family, is a serial access microcontroller especially
designed for very large volume and cost competi-
tive secure portable objects.

Its internal Modular Arithmetic Processor (MAP) is
designed to speed up cryptographic calculations
using Public Key Algorithms. Based on a 512 bits
processor architecture, it processes modular mul-
tiplication and squaring up to 512 bits modulo.
The ST19CF68 is based on a STMicrolectronics 8
bit CPU and includes on chip memories: User
ROM, User RAM and User EEPROM with state of
the art security features.

ROM, RAM and EEPROM memories can be con-
figured into partitions with customized access
rules. Access from any memory area to another
are protected by hardware FIREWALLS.

Figure 2 Block Diagram

Access rules are User defined and can be select-
ed by mask options or during the life of the prod-
uct.

It is manufactured using the highly reliable ST
CMOS EEPROM submicron technology.

As with all the other ST19 family members, it is ful-
ly compatible with the 1ISO 7816 standards for
Smartcard applications.

SOFTWARE DEVELOPMENT

Software development and firmware (ROM code/
options) generation are done with the ST16-
19 HDSE development system.
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ST19CF68

CRYPTOGRAPHIC LIBRARIES

For an easy and efficient use of the MAP, ST pro-
poses a complete set of firmware subroutines.
This library is located in a specific ROM area,
leaving the User ROM for the application software.
This library saves the operating system designer
from coding first layer functions and allows the de-
signer to concentrate on algorithms and Public
Key Cryptographic (PKC) protocol implementa-
tion.
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This library contains firmware functions for:

—loading and unloading parameters and results to
or from the MAP

— calculating Montgomery constants

— basic mathematics including modular squaring
and multiplication for various lengths

— modular exponentiation with or without using the
Chinese Remainder Theorem (CRT),

— RSA signatures and authentications for any
modulo length up to 1024 bits long, DSA signa-
ture and verification up to 512 bits.

— long random number generation.

— full key generation for RSA and DSA (including
prime numbers generation)

— hashing algorithm SHA-1.
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Information furnished is believed to be accurate and reliable. However, STMicroelectronics assumes no responsibility for the consequences
of use of such information nor for any infringement of patents or other rights of third parties which may result from its use. No license is granted
by implication or otherwise under any patent or patent rights of STMicroelectronics. Specifications mentioned in this publication are subject
to change without notice. This publication supersedes and replaces all information previously supplied. STMicroelectronics products are not
authorized for use as critical components in life support devices or systems without express written approval of STMicroelectronics.

The ST logo is a registered trademark of STMicroelectronics.

All other names are the property of their respective owners
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